MOBAXTERM PROFESSIONAL SETUP AND INSTALLATION GUIDE

MOBAXTERM PROFESSIONAL EDITION
SETUP AND INSTALLATION GUIDE

MobaXterm packages manager

MobApt: package manager for MobaXterm
Experimental tool: applications installed using MobApt are not guaranteed to work properly

Show installed packages Show available updates how available packages

[Show lib/devel packages (] Show unofficial packages from “cygwinports™ mirror

B wou @ e o 5 @

Session settings

Telnet  Rsh  Xdmcp RDP VNG FTP  SFTP  Serial Shell  Browser Mosh Backagelname Descupid
@ gendef “Generates exports definitions by analyzing DLLs." 10
@ genisoimage “Create ISOWolietHF'S filesystem images (part of cdrkit)” 111
Basic SSH setings @ geoip P lookup command lin tools that use the GeolP library” 1314
‘ @ getent “Get entries from Name Service Switch libraries’ 21890
—= = e . P,
Remotehost*| | [ Speciy user = - 4360
= Mobaxterm - 01832 .
9.10
Terminal  Sessions  View Xsever Tools Gemes Settings Macros Help g

) Advanced SSH settings & Terminal settings ¢ Bookr

h improvements for ghostscript” 6.0

Quick connect

11-Forwarding [¥] Compression Remote eny istscript” 81
Execute command [o¢ Saved sessions sez
17
C
Display SFTP browser [] Follow SSH path (experimental) AIX Servers 416
[Juse private key
47§y Linux Desktops 17.9 .

Use proxy (experimental);

Linux Laptops

Connectthrough SSH gateway (ump host)

. Linux Servers
Gatewa: Poit[22 %

Mac Computers
il My Virtual Machines

PUTTY sessions
SCRT sessions
Solaris Servers
7, Windows Desktops
- 3

Mysatelite

Use private key

E Tools

Macros

1 velcome ‘I@Bannev |@Pmﬁ\e & settngs |@rwgu 7 Bockmarks |~.‘8“P\ugms |ﬂamu ‘

to 'm C

This customizer wizard allows you to :

5| Edft the shell banner (2.k.2. welcome message)

&, Edit the default bash profile seript

2% Choose the defaultsettings for al MobaXterm users

{5 Change the logo dsplayed in the splash screen and the about window
&7 Pre-define MobaXterm bookmarks

“ Download and indude some plugins to your austomized package

[l Generate your customized Mobaxterm version either in a por table or installable package

Import an existing customization fila /48 tmport MobaXterm CUSTOM fie
term i el izer version 7.2 @) About Mobasterm Customizer
Customization wizard for MobaXterm Professional

Demo version: for tests purpose only
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1. Introduction
Thank you for registering MobaXterm professional edition!

This document will explain how to set up MobaXterm and how to install the software in your

environment.

2. Download your MobaXterm professional package

Following your registration, you have access to the Mobatek download center
(https://ccc.mobatek.net) with a login and password.

From this customer area, you can download your MobaXterm professional copy from the
“‘Downloads” menu.

- MobaXterm
Ve Home Downloads y account

Welcome to MobaXterm Customer Control Center

@ My downloads

# MobaXterm Professional Edition version 7.4

« Release date: 2014-12-28
« File size: 41.13 MB

# MobaXterm Professional Edition version 7.3

« Release date: 2014-09-27
» File size: 40.44 MB

. : Note that your future updates will be made available from this customer area

After having downloaded your version (zip file), you can open the following files:

e MobaXterm_Professional_X.X.exe : MobaXterm Professional software in portable version
e MobaXterm_Customizer_X.X.exe : MobaXterm Professional Customizer allowing you to
change MobaXterm parameters and generate your customized MobaXterm portable or

installable version
e MobaXterm Terms And Condition.pdf
e This documentation (PDF file)

http://mobaxterm.mobatek.net
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3. Use MobaXterm portable version

If you want to use MobaXterm in its portable version, just extract the file
MobaXterm_Professional_X.X.exe in any directory on your computer and launch the executable.

4. How to get MobaXterm installable version?

The MobaXterm professional package does not include the MSI installer. The reason is that the
MobaXterm customizer allows you to generate your own MSI package with your pre-defined
settings.

In order to generate the installable version, please follow the steps described in the next chapter
(How to Customize MobaXterm).

5. How to customize MobaXterm?

Using MobaXterm Customizer, you will be able to generate customized copies of MobaXterm with
your own logo and your default settings. Settings specified in the Customizer will be hard-coded
within the generated executable itself.

In order to perform this operation, just launch MobaXterm_Customizer_X.X.exe
This will launch the following graphical interface:

B welcome

@ Banner |@ Profile | X Settings |@¢ Logo |${ Bookmarks | f?{y Plugins | H Build ‘

Welcome to MobaXterm Customizer
This customizer wizard allows you to :
W Edit the shell banner (a.k.a. welcome message)
B! Edit the default bash profile script

|
elcome me:
scri
& Change the logo displayed in the splash screen and the about window

ﬂ Choose the default settings for all MobaXterm users

7 Pre-define Mobaxterm bookmarks
4, Download and indude some plugins to your customized package

] Generate your customized MobaXterm version sither in a portable or installable package

Import an existing customization file i Eﬁ Import MobaXterm CUSTOM file i
MobaXterm Professional Customizer version 7.5 I @ b b b oo l
Customization wizard for MobaXterm Professional
Professional edition registered to Buibui Tests (1 user)
‘ L} MobaXterm Customizer - registered to Buibui Tests (1 user) < Previous ‘

The MobaXterm customizer is based on a step-by-step process. You just have to select your
parameters (or leave default settings) and select the “Next” button to proceed to the second step.

The different steps are described hereunder:

http://mobaxterm.mobatek.net



http://mobaxterm.mobatek.net/
http://mobaxterm.mobatek.net/

i,}'

Step 1: Banner customization
In this step you can configure the banner that will be displayed at MobaXterm startup. Of course, if
you do not have special requirement about the banner, leave the default text, and select “Next”.

(o]

- -

> L =5 . & [
® wecome | B sammer | B profie | g Settngs | (5F Loge | 7 Bookmars | ¥, Plugns | [ uid

w O =] E (] [~] (@]
Insert
- MobaXterm Pr nal ${V} * ==
(Unix utilit {-se r on Gnu/Cygwin) ‘il
=
» Your compute e ccessi through the /drives path ‘?l
» Your DISP LAY} —
automatically forwarded \i|
and status is specified by a special symbol (v or x) ‘T|
» For more info, type help or click on the help button above. —
=
(o)
(]
ED)
)
&)
vl
(]
Insert
variables | Version number H Exported DISPLAY H IP address || Tab number | | Computername H Username |
‘ #  MobaXterm Customizer - registered to Buibui Tests (1 user) ‘ < Previous ‘ ‘ & Next ‘ ‘

Step 2: Profile customization

In this step, you will have access to the default profile used at MobaXterm startup. This profile is
the equivalent of the “/etc/profile” file on Linux operating system. If you are not familiar with profile
principles, please keep the default profile and “select “Next”.

==

& &

s & = > & ]
™ welcome | Y ganer | B Profie | B0 settngs | (3 Loge | 57 Bookmarks | &, plgns | [ uid

| Editing MobaXterm profile... |z‘ ‘Z‘ \§| |
1 #!/bin/bask
2
3 unset MA.
4 ulimit -c

HOME="/home/mobaxterm"

nome /mobaxterm/ .bash_history
6000

19 shopt -s nocaseglob
20 shopt —s checkwinsize
21 shopt —s dotglob

®  iobaXterm Customizer - registered to Buibui Tests (1 user) <5 Previous ‘ | eonext |
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Step 3: Settings customization

In this step, you will have a list of the different MobaXterm features. The customizer allows you to
enable or disable these features.
The settings allow you to remove games, screensaver or even disable insecure protocols such as

RSH, Rlogin or Telnet.

All these parameters will become the default settings of the generated MobaXterm application.

- i a

==

@wamme |@Barﬂer |@Pruﬁe |xseﬂmgs

o sk [, s | R ot |

% ceneral | Terminal | B xn |@ ssH | (= Display | K Toolbar| Ry security |

Disable games menu
Disable passwords saving
Disable macros

Disable toals

Disable packet capiure

Disable pinguins screensaver
Disable passwords showing
Force X11 "access control”
Disable seftings edition
Disable network/ports scanner

Disable
Disable RSH client
Disable VNC client

{only pre-defined sessions can be used)
[C] Disable Telnet client

Disable RDP client

Disable FTP client
Disable XDMCP client

Disable all embedded servers

[C] Disable TFTP server [C]Disable FTP server
[C] Disable SSH server [C]Disable Telnet server
Disable VNG server

Disable HTTP server
Disable NFS server

L) [ <5 Previous ] | enext |

MobaXterm Customizer - registered to Buibui Tests (1 user)

Step 4: Logo customization
In this step, you can choose to set your own logo for the MobaXterm startup and about windows.
Just select “Browse” and pick a picture from your computer.

=

{® welcome |@Barher |@Pmﬁe |xsaﬂr‘$ ‘@Logu

—— il il -

P,

Maodify logo...

Please choose a logo to display in the splash screen and the about box

[ Browse

Current custom logo

L] [ < Previous ] [

MobaXterm Customizer - registered to Buibui Tests (1 user)
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Step 5: Bookmarks customization

In this step, you will have the possibility to pre-define MobaXterm sessions. For example you can
add SSH sessions and organize these sessions in different folders.

After MobaXterm generation, users will have access to these pre-defined sessions. Please note
that no password can be stored in the customizer.

B

P W B TE W T EW DR R -

® welcome |@Barher |@Pmﬁe |xseﬂr‘gs |@mgc ‘&Eoohnarks ‘{"{.Pﬁm |HE“" ‘

| Pre-define bookmarks...

fysep—

EEkEN 0@ &
&

¥ pobaXterm Customizer - registered to Buibui Tests (1 user) [ < Previous ] [ |

Step 6: Plugins integration

In this step, you will have the possibility to add plugins to your MobaXterm customized package. In
order to get plugins, please visit http://mobaxterm.mobatek.net/plugins.html and download the
requested plugin. Then just add it thanks to the “Browse” button.

Note that plugins have the file extension “MXT3".

=

- B s & % &S . B — ) il s o — -

® welcome |@Barher @Pmﬁe |XSeﬂr‘gs |@mgc |$§—amm |i'2'@mugms |HE“" ‘

| Choose your MobaXterm plugins...

Choose the directory where MobaXterm plugins are located

[ Browse

Select the plugins that you want to indude in your final package

{ e Click here if you want to download more plugins for MobaXterm ]

¥ pobaXterm Customizer - registered to Buibui Tests (1 user) [ < Previous ] [ |
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Step 7: Generate your customized copy / save settings
This step is the last step of the Customizer. The build function allows you to generate your own
MobaXterm copy which includes all the settings chosen in previous steps.

From this step you can generate an installation package (MSI file) by clicking on “Generate MSI”
button.
You have also the possibility to create a customized portable version, by clicking on the “Portable

exe button”

. )

- e BB B s B D o e s e
i@wdoome |@Eﬂ"ner ||?£Pmﬁe |XSett'ngs |@aLogo 5.7 Bookmarks |%m ‘HBui\d

Finalize MobaXterm customization... ‘

Generate an installer file (MSI package) for MobaXterm deployment . i
You can silently install the generated package by using the following command line: | Generate Ms]
msiexec /i <msi_filename= /gn

Generate a ZIP package containing the portable version

You can carry the executable in your USB drive and run it in "portable” mode "'IrJ? Portable Exe
directly from there, without the need to install it.

Save your customization settings for further editing

You can save the current configuration settings to a file on your disk in order to

import and modify them later.

Exit MobaXterm Customizer

L] MobaXterm Customizer - registered to Buibui Tests (1 user) ’ <= Previous ] | &2 Next

Finally you also have the possibility to save your customization settings and export them to a file,
using the “Save Customization” button. This will allow you to open it later, or to keep it in order to
apply the same settings on any further update of MobaXterm.

http://mobaxterm.mobatek.net
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6. What is the best way to secure MobaXterm installation?

MobaXterm is already a secure program: its SSH connections are encrypted using well-known
algorithms, its sources are available so that anyone can audit them, its passwords can be stored
with strong encryption.

However, depending on your company security rules, you can disable some features which may
be considered as unsafe: in the "customizer" program, go to the "Settings" tab, then to the
"Security" tab. Each setting can be leaved unchecked (less secure) or checked (more secure), you
will have to make some choices between features and security.

For instance:
e if users do not use any of the embedded servers, we recommend to check the "Disable
servers" box.
e if users do not need any packet capture or network scanner / port scanner tools, we
recommend to check the corresponding items
e you may also consider the possibility in your environment, to disable insecure protocols
such as telnet, rlogin or ftp and use SSH / SFTP instead.

7. More help for using MobaXterm?

You can find more help, frequently asked question, and an entire “How to” chapter on our website
at the following address: http://mobaxterm.mobatek.net/documentation.html

END OF DOCUMENT
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